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DINYNN 20 MPYH DNNNIY DMVNIN MDY MND VI VIAPN ,NIPN 992.2.3.5
NapAapl

VI3 MDY MAYN KD RPDIDN.2.3.6
STUNNA ANIN AWR audits 11ND PYNNNND MINIRN NPT N DY.2.3.7
N99YN2 YTNN MY NITIND ONNNA I NNDYON PIN.2.3.8

GINY 911NN NPDION PN, NN YIMIN NI NP ¥OIT NPOI MDIYNL.2.3.9
71092 MNNDDY 3 PON 1495 SINIY JPNL 1IN DNNNA 7P NIWHN Y
079N ,0MPY DY ,NM)
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nn"uyn n'nipn nxvin

OONN 7 90 KNODO TINRINX AD-5 nwop -

DYDY MIVD ,NVPNIN : DNN NN -

DYON : OINN ONN -

DYNON : DMIAPY DNN -

TMNMON : NTOPN 23 HY NMIDNDI NINKNIN MDY NP -

O 90 ODNPOPN 9PN TYN -

O 7 : 9PN DWOPN -

MININK MNNDD 12 DIN RNV : RNPDYO NMIX DY 1IN DY NON -

TY (NOPN RNDYD MIVINY NNINKD DYSNN) DIIWID YL NNPD) 190N -
.3 :)12WNN NYoN

VPR DY NOWNND DN WINND D DIV NOIWNN MND VI PaAPN .2.3.10
avn N

MINVAIN PN 2.4

Discretionary -n nVOw Yy DOINN MNVYN MOIWYNI NYHN MNYIN NPwn.2.4.1

DXVPYIIND NP0 MXWIN NTHY N Nvwa (Access Control) DAC

NPY TN DIV IN DWANYN MNP MNY ,DOWNNWNN MINY %9-5Y NyN1a
7252 D10 DN YT-DY YNIAN> NYIN NINYIN

.DIVMN DY MIRWIND PINN NX VI PPN DY.2.4.2

,DOUNNYN NP NN ,WNNYNN NN MIRYIN D) 1D VI WYIT.2.4.3

NN NINID DIRYI DOVNNWUNN DI KD - DMWY N0 Ay Svnd) yTHn N0 nnaa

NI L(NTY NNV N0 [, TON) VPPN NN L(MMIYIN NPDIYIIN DD
J19Y,DOVPYIN MNP

77 N9 (read, write, update, delete) nMN MNRWIN NYIAP WIND WITI.2.4.4

.(access, deny access)

MMIN PPN N NP DO WNNWN 2’979 NYIP MIVANR DPP VI PIPN.2.4.5
PP ND YNRNWNN D99 .WNRNWN XN TIVN DY NN 1M MIVAN 1M
7252 MIRYIN NMIPNDY IVNY KON NIIYNI DNDOVND WHNWN MNIVN

NNIAPY WNNWN TPV ONRN) NIIWNIY MXYIND NYINN OYSNHN VI WIT.2.4.6
MY MRYIN 239179 MNPV ,NXAPN DY MXYIND NN D) PONX PIAY> DOVNRNWYNI
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MUY IVIND WITY NP1 D2 (MDY ,NT D39799D Iwny N DY NINYIN
DINYAN D) HY OOnYoPNn

(LDAP 5vnd) »n3n MNYIN 0NN NN MDD V90 vAN.2.4.7

DOVNNYN 2

A0V DYWVNNYNN DI DITIN 1IN, NMIRYIN NIIYNI DIW 5510 P Y0P PoN.2.5.1
DIMOMTT W) DOVNRNYNI NPINM NNPN DI PNINND YN 1DAPN DY

.DOVNNYRM 91 210N NN VI 92PN.2.5.2

NYIM ,MINYIND NN DIN MIMNIN MIAA NP N MY VI PapPN.2.5.3
Y PLMIVIN NPITNN IVANN) XPIDINN TIND PVIMNDIN J9INY INMN PYNND
LOININD OMIPN 1AY ,DOVNNYN

.91 MAmIN MNP , N8P TINA NXIAP) DON MNP DIN IWAND WIT1).2.5.4

NYIAPY YHONWNN PNIVN NMIYIAY D17 DMINNND MITY NIDIN IWOND WIT.2.5.5
MO VY MNIND M2NT 27 PRI DY NIN ,OVNY) DX MITY 19) MNP
(121,090 ,NIN T2 DYODI1ON DINY DIVNNYN

ANNYN DINN9 NPNYN MY IR, WRNYN NPNYN 7Y UNNYN NN IWIND WIT).2.5.6
NOWNNN DIVNRNYN PINKND IWAND WA T1).2.5.7
STWNNA MNYTN OD2INN YDA VNN ,NIYII) MN'T NIV WNND UIT.2.5.8

;PN DINIP NIYI DIVNNYN 9101 DIWTN DWNRNYN NOYP TWOND WIT.2.5.9
YT PYON 1901 ,WHNWN DY NNON 299

NONTD DOWHNNWN 51179 HY NPNNN NIDIVIAD MPWHRNNN MDD VIY YT .2.5.10
.LDAP mM90 rnyv

NOYAN YIWANY IUNR NYNNN MOIWN DM DY DOPYHNn vI9Y wIT .2.5.11
N2 IR APL matya Swnd (Mmxwan MY npdnn ,wnnwun nnpn) NPSpN

.prompt MTIP
(log, audit and alert) "NINM NP2, TIWN .
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nn"uyn n'nipn nxvin

5515) NN TP IUN MDY POVMIP ITNHN IUN MDY Tynd noynn Hy.2.6.1
MYIYI MINAY NNPD IN MDYM ,(NOYINN NIIYNI N/ DNMN DIDII MDY
7905 NOIYNN HY, 1D 19D .NOIWNA NITNINY 295 ,¥TN NNVIX NPT NTIN IWN
DYIRNNN OXPPINM YT NINT MDD ION DINIAP DY NNV DIMNNN DD
NININNA DOVD 1DIPW »TH

: DYNIN DWYPRN INK APYN WINA IWAN> MOIYN3A (Audit) MIpan Nmn.2.6.2
(191,0°9v15 NP7 loginslogout) MNTINN NN WINOY 2.6.2.1
NOIWNS NOND POV 2.6.2.2
MON YTNO YN NIPDN .2.6.2.3

TAPN OXYI PN P7AY NIPA OYNTI NITIVY DODVPIN DONPR .2.6.2.4
(721,09 X 5y Y181 ININD NP MNIYIN DY MPT : RONTY) RUND

VHRNYNRN YT-DY NP2 NYNTI ATHN WYX NOIDN MDY noNnn - .2.6.2.5
(170N NNIN ,XDIP NNPNI)

NOIYNI DXVPIAIN NPINN .2.6.2.6
N NIRYIN YDV DN YT-DY MYNIAND NIV .2.6.2.7

,N0YN ARDYM DTN ,DVNNWN D1N) MINIVDIPNTIN NS .2.6.2.8
("2 ,services

797,000 MINDY MYTIN ,NIIYN NDIA) NPLIVON MIXNY  .2.6.2.9
: DINAN DOVIAN IINWY NIPA YT AITHIND MPN DD 12Y.2.6.3

YWY PIND .2.6.3.1

(IP m2N5 : NNT) NIYON NN NPN .2.6.3.2

wopNUNN oY .2.6.3.3

MMPNIND .2.6.3.4

VITPRN DY POV IN NNOXN .2.6.3.5

(N2Ip OV : RINT) NN NYXIAN POY OPYDIRD N .2.6.3.6
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SOIMDY 191N PADY YATI VYV N D Ay (YA D0) NOIWIN IMNON - .2.6.3.7
NTND LYNNYN NPINND ,DMIYAD DY) PO DMV NOTY Hwnd
2101, NoWN

N MINDND ,MPHIN NPND MDY MYTINN DY.2.6.4
YO NIV DMNIN NN RYND NIIYNN M VI VAPN DY.2.6.5

TN ,MNT HY DM NN P90YY MINYTN PNNINY PYNHNNND NIPAN I DY.2.6.6
RAR)IRVA p)a)

»omNY (121 SNMP traps ,SMS ,59112) N9y S MPT M2 VYD PPN DY.2.6.7
DPTOYNTIINTIVY DIV PN DY NOIWNN

L PON DY) 102 DYVWIN DXVNNWYN P .MINYD NVIND NPNY NIPAN TIVN DY.2.6.8
PN PNIN DX TNINDY MOYND NN NYI) NIPA DY TAPNY WAT ThN

mMT NOIYN
: DONIN DMNINNN DY NN MMT NN DPP.2.7.1

,DOUNNYN NXIIPA DOVNNYN ,WNNWNID NIRYIN) MIRYIND NN DY NMT.2.7.2
(@)

("191,09¥15 NY) NNPD N0 Y9N OV 1900) auditing NIIWHN MNYT.2.7.3
(121, TXT ,DOC ,XLS v1n719) N8N NNIND DINIPN DY NI N01D.2.7.4

PPNV YNNYNN OV, NIV VNRNYNRN OV PINY ,NITH DY INDNN 9T DD 1dPNNN2.2.7.5
NYYY TIND NN

DXYTN NMINYT TIND NIIWNN DMIND IWARD MINYTN NN DY.2.7.6

LDMNINY DI, DNP NPNY MM TN DY.2.7.7

DYIPIVI NN

DY DPWYNNIA TPIPIVAND NN DOVHWYNN DINPIVIIND NN VI Papn Dy .2.8.1

0NV OY)Y , 053NN U021 DY DXPYNNI ,NOXPI0I0IN VINID DT /) TS NIOIN
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nn"uyn n'nipn nxvin

YNN NNLIAN OYNHN NN VIAD PYaAPn DY .DMNN DMINN DYDY
JON DLV

MM MNOY 2.9

YNV ,)INY NIIYNI DMV DN P DXONY oY NIXTY wIT) ©)17 DMPNa
NP 199V NPEPIIOWY ,DOUINND NITY TIDY P)HINN INKIND DI NY
nYa 0NN MNOY MLIANY DXIN DIONRND DONMN ,)2 WD /MIRMYRY

9N DXOPMAIN PAIN,DOVHANYN P ,MOIYA P DN NIV

MNOY HY DIPIVINNA YIIW) DIINNI MNOYD DMIMPN DNINNN VY PIAPN DY
Check) mymin mawo onnox (MIC (Message Integrity Check 1135 0313
.79y sums ,Message Digest

A5V N DY NIRNVN , NN DMDN NITY 10NN NPYTI MNINN DYP
ST, MINNIN NAYNN ,NDIVON

MNMIYY SY VY MNOY N IWIN IUR NPIPDIV I TOIN OPP
2¥) MDY

SY NI NINY DYDY P DIANNT DIINN) DY MNOYW HY DNIPIVIND NOYON
PYD 0 INI) MOIVN P2 YT 3NN MOPNA DIV APYN NN OVP 0NN
(TYnna oMM NIaYN

2122 NOIWNY YN IN NINNY ,NOPN DY NIPNA DN MNN INNIN OVP

TY P DO NYap ,Swnd) NMN DX021 DONN MNOY MDD OVP

.(referential integrity

.2.9.1

.2.9.2

.2.9.3

.2.94

.2.9.5

.2.9.6

.2.9.7

mMy»ny.2.10

NN WX ,)TIY YOI NNIN NPVLIIP PN IWUN MNDIWHY NMVLINY WIT
NYVIND VYN ,JD 1D .NONRID 1IN KD ,NINI 1PN TYN NPV, WITIN YIIN
NNIAYNY MO XY OMY DONW N ,MOPN ,NIIyNN Sv downtime NNV

.My

TINYS WA HYIAPM NOWNRN MYITY DRNN ,NSNIND 7Y AT M Pyo
PYN NNIY DONMNNN DXDYDI MOLNNN MPYN MYIT2
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nn"uyn n'nipn nxvin

nPNN.2.11

NN POV YN YTNINY TN DY NN DY N2 MPHN NNIY NXRTY vIT) .2.11.1
VIO NMDIYAS GO VNI WIAPSD WITI .M TIY Dya i

TNYD YA 92PN NOIWNN MYIITY DRNN ,NSVNIND MY 3T Y Pyo .2.11.2
MPYN NN DXONMNNN DXPYDI MOLNANT MPYN MYIT

nYVIN NYND .2.12

ATV AWUNR YN .09 PPON DY NPHNY YHRN NPDA NINN VI YIT .2.12.1
S NONTY .OYTNN AN T OYNNNA 12 DIV IWAND WIT) WD

OMVY YN MDA NDONN.2.12.1.1

NN LPMIIN DI IN MTY/DOXIP/D2I0N DY MNYIND TN 1PN NN1D*.2.12.1.2
MUOIN YT IN LUNT YN DN HNY NI GUN DDIDN P )0 DY WD
: DYTI9) ©YIDN TNXN NN PTHIND WITI,PDIND .DMINDN DOVNRNWND

NOV TRRY XN YTINRN NIX 99191 TN

FTINN YTNID DY NNPD IN DY) DIVAY audits 0Iyna NYTHIN NI*.2.12.1.3
wvw)HID

NN MMT 5Y YR MY N0 N9 .2.12.1.4

DNYIVIP NOYA P NON ,NPOOD YN INNND MYPID MIVON NN .2.12.1.5
.D»PINID

PIPY) TAN DTN-1A0 INY DY NN DOVYNT TUN DONN 2ANYD NND*.2.12.1.6
(pan-avn

™M2>20Y productions N2>20N DN DN (scramble) Hay> NH1>>.2.12.1.7
.(M2>20 P2 NTIN PYO DI NINI) MINN

79NN .2.13
TN YNNI IXINN NINHN N> VI PYIAPN DY .2.13.1

ASSL ,S-HTTP ,IDEA ,AES :11325) Maxn »pna n»nn vy»s .2.13.1.1
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MY [ TIX IVDO-NX /I0NDID) IXINN DY MNNNT D) MDD VY .2.13.1.2
(N2, 29102 NPON ,NANN

N YT OY TIMIPN MANN .2.13.1.3
DIYMN Y NMINNDIDN YNIP MaNn  .2.13.1.4

DN TOINN MDIWVN D1 wHRnwHIn 51)3) NI 92YN MNNDYD DY MaNn .2.13.1.5
(D”P

DYDY P2 DIANINND DN MAND .2.13.1.6
NONNND MUYIND 220 MOIYN .2.14

N2VY 7Y MY IXN VEEAM Sw ¥ 597 1129 noyn n1woo nee nxvspn.2.14.1

DXNIY NN PADN DY NYA SN NIV NPPIM OXXIP ,INIT MDD N2)

MIT 7 NNV 99150 snapshots NNI8Na yx12> »ann . TIER2 ypna nmwvn

7939 NYTHIN 292 IN MY NINAD TYNY 1PNNIY NMIYTIN NPNY 1D DINIP M)
.172nn

D2 snapshot NMNNI OINYS 3 MOIWNN 93 HY N2 DY SNINK NP> PIDN .2.14.2
1INY DM2NN .DIN 19 YN NINYY NN N> DY NNINN DY 30 Twnd
.PooN TIVUNA

INNY PN DY NIPNI MYV 24 TINA DYDY MN2) INN P1INND INNN Pavn.2.14.3
NN PR IV PIDY PHN

PYIAPY DONMN NN NADN VIR IUR DINN) MIANA 1INY> 0NN D5 .2.14.4
1T 399959 DY PNNNN NX RIND DI XY YNONN POOM NN ,INN

mM2°10 NTI9N .2.15

test, QA, ) NMMY M0 OY TIAYY YXININ ININN MDD NX VI PPN Yy .2.15.1
(272 production, development, staging,

.12>20 535 DYTI9) MIPIVIVIN MRYIN TN OMPY WIT.2.15.2

NN Y915 ,N2200 N2A0N NNVAIND YN NN MDD VI YIT).2.15.3
: NONTY DNV .0M»P DN XU DM0INNN workflows
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N PONNN TONNAY O NXOD MO NHAYN MDD VYD WITY  .2.15.3.1
SNINMTHNN MNYYY MPNIT MYIN

MRYIND 92¥0 ,7¥M1N NDADY MMNON NADN YN NIaYN Nya .2.15.3.2
NN PIAYND : NVPXINRD NV NN IWARD YT - 100D PIVNNIN 7P
.DPIAYNY XD, MIRYINT DVNRNUNN TIVI

9ayna DWW DMNMY scrambling N2> NHMP ONN VIVD WA  .2.15.3.3
NPYNIN XON MA0D2 YA ROV T MINKN MDA0D NN NIIA0N
nas 1s7(1 test, QA)

(data transmission) Y70 NYayN .2.16

MOIYND MMV IN DISIAP NIV DOPYNN ,NSYIND \IND YN I8P NIayn.2.16.1
MPNR 0PN PN DI DY MMIPNRIA YT MNND DTYNN PNT WP MINN
MY YN NNVIAN NINIAY

P2 INI2YN N YT NTVI DR MIVND ONMPN OMNNN VI PYIAPN DY .2.16.2
: DINAN OIMINN NVIPIYIN

(Authentication) MmOy "y .2.16.2.1

(Access control) nwm npa .2.16.2.2

(Data confidentiality) n»mo  .2.16.2.3

(Data integrity) mndv  .2.16.2.4

.(non-repudiation) MYNONN NYIN  .2.16.2.5
session 9% .2.17

nYID HY PV NN DY MNMON session D1 NPNPND PO NOINN Hy.2.17.1
20510 NN PN I session -2) session -N PNV SV non-repudiation
APROND T NOIYNY INDDY MNTIND NYN YNIND WHNYNN IWR MWD

NI DY session -1 91N I NN VI Papn by .2.17.2

NIVN ,NNVLAIND NN sessions DPPY NNY DIMNNND DD POV WA .2.17.3
.man in the middle attacks -1,session hijacking »on mapnn yno

80
YIXNN NRINN

08-6543131 08-6543100 www.neot-hovav.org.il
PO box 360, Beer-Sheva 8410202 Vaw-IN2 360 .7.N0




nn"uyn n'nipn nxvin

P2 session NITND YN 2T, 00N DX IWPN DY MIANND DOYNNN VI WIT).2.17.4
DAVD MpYN

7921y DN D) ,sessions 95 7717 end-to-end identification ©YSNN PALY WA T1).2.17.5

oY NPNYY ,IMSPION TN NN INNY DMWY DT DNV 11T

DYXMYD YN NONTI MAPNN YNNY T3 DY 1O ,non-repudiation -N NIPY
oMM

DP9 NOD MPT 30 MINN PN PTHIND W1 .2.17.6
TYn.2.18

NNVIANN MMM ,NIIWNN DY NODION NNVIARND NN D TN NY» .2.18.1

MNNIN MDY NPNIAT WYY MPITIN NININ NN DI OMNIYPNN DNV

NNLIAN TIVNH DY VNN PN PPN YN NON MNIPY DDA DY .NNVIAND
AUNNVHN MNP 97Y MRYIND TIVN DI 1IN 1D NYXININ NIV YNN

AXIMN TP MNHY .2.19
3D NNNY PYIAPN DY

NN DI DD NIDINN DY PANDNN TIYNI DYNY NN NN P 920 NN NP .2.19.1
27121, 0NNV D00, NPNNX MNDT ,I00N NMNNDION YWNN MNINN TP .2.19.2

SV YN NNVLANI DOYNIN DNNI ,NPINRYN NN MDN MM MY NPT MINN .2.19.3
AN DD DNND DPP DY PP WIT RO NPIN TPMNND NN NOIWNHN

VT NDY 27191 DYDY OIYND TIP 29N NIRNN NPYTA ND¥AN MY NPT MDD .2.19.4
TOW YN TIP MDD NN YD DAPd

DOYND UK L(OWNY NYYON NOIYN) MNP MOIWNI TP MDY NYNIN NY NOwwHN .2.19.5
NVINN YW AVNHNN MDY DY NIOYON YTINN NNVAN NNI2

2yTaND) DPMNN DMWY IYNIND XD ININN DY NPTNY MINRDNA D ONNN PIApn .2.19.6
YNON NMYOIN XD NOIWYNI YHNN NNVIX NN WD WX (DM KD DNININ
INININ

nnmm NnennN W3Nn ov TIND
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